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What is J2EE Container Security?  In the J2EE world resources within a container, or instance, are secured by using Java Authentication and Authorization Service or JAAS.  JAAS is an implementation of PAM, Pluggable Authentication Module, in Java.  JAAS is used for two basic security purposes, authentication and authorisation.  Authentication is the method of determining who the user is while authorisation determines what the user can access.  Why should you the ColdFusion developer care?  For starters CF lives and breathes inside a J2EE container and can integrate with this container.  Thus the emergence of the Algad image Component from Algad, SeeFusion from SeeFusion.org, etc.  Also, using JAAS frees the developer from worrying about coding authentication and authorisation schemes, once its setup in the J2EE instance, you are cooking with gas so to speak.  Further, this approach can be applied to a CF application, JSP application, and of course a Flex application.  Lastly, this approach can provide a SSO solution on your server.  Oh, and you can impress your mum!  

JAAS can use many different authentication and authorisation stores such as LDAP, XML, JDBC, etc… hence the ‘Pluggable’ designation.  We will be using the XML module for this demonstration.  You can use any approach including writing your own if you are so inclined.  We will be using ColdFusion Enterprise installed in ‘multi-server’ mode and we will be using the internal server.  You can of course use Apache or IIS, please see the references section for a tech note on using IIS.

To setup JAAS you will need access to your JRun Management Console, JMC.  This is usually located at http://localhost:8000.  Login to the JMC application.  On the left panel will be a list of servers, or instances that have been setup.  You should see cfusion there, the instance running CF by the default installer.  (Note that JAAS settings apply to individual JRun instances.)  Expand the tree for cfusion, expand the Services tree and choose security.  Refer to figure 1 below
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By default each JRun instance sets up JAAS using Default User Module and Default Role Module.  These modules use an XML store and come with Manager tools.  Choose Edit Users and remove any users set there by default, then remove any roles. .Add two users, Gauss and Rudin both with passwords of ‘changeme’.   Add two roles, Admin and Default, add Gauss to these two roles and Rudin to the Default role and we are done with this step.  Now we have to tell JRun about what resources we want restricted.  Navigate to \JRun4\servers\cfusion\cfusion-ear\cfusion-war\WEB-INF and open up web.xml in your favourite editor.  Add the below just above the closing </web-app> tag at the end of the file. 

<security-constraint>


<web-resource-collection>


<web-resource-name>Protected Admin</web-resource-name>



<url-pattern>/test_admin/*</url-pattern>



<http-method>GET</http-method>



<http-method>POST</http-method>


</web-resource-collection>


<auth-constraint>



<description></description>



<role-name>Admin</role-name>


</auth-constraint>

</security-constraint>

<security-constraint>


<web-resource-collection>



<web-resource-name>Protected Default</web-resource-name>



<url-pattern>/test_default/*</url-pattern>



<http-method>GET</http-method>



<http-method>POST</http-method>


</web-resource-collection>


<auth-constraint>



<description></description>



<role-name>Default</role-name>


</auth-constraint>

</security-constraint>

<login-config>


<auth-method>FORM</auth-method>


<form-login-config>



<form-login-page>/login/login.htm</form-login-page>



<form-error-page>/login/login_error.jsp</form-error-page>


</form-login-config>


<realm-name>default</realm-name>

</login-config>

<security-role>


<role-name>Default</role-name>


<role-name>Admin</role-name>

</security-role>

Save the file.  JRun will automatically restart and read the settings.  Now JRun is set to do some business!  

Unzip the archive listed at the end of this article to \JRun4\servers\cfusion\cfusion-ear\cfusion-war\  This will yield the following file tree:

· login

· login.htm

· login_error.jsp

· test_admin

· test.cfm

· test_default

· test.cfm

Ready for some testing?  Fire up your favourite web browser and browse to http://localhost:8300/test_admin/test.cfm.  You should be directed to the login page, login as Gauss/changeme.  Upon mashing submit, you should be at the test.cfm page and see username = Gauss.  Shazam!  Navigate to http://localhost:8300/test_default/test.cfm and you will notice that you have access as Gauss without logging in again.  Bamm!  To logout simply close your browser.

Now, where is the CF, eh? Looking into the test.cfm file we see this piece of code 

<cfset username= GetPageContext().getRequest().getUserPrincipal().getName() />

If you have done any JSP or servlet work, this will look familiar. GetPageContext() returns a reference to the current PageContext object.  You can look up the methods and properties in the Java API docs or just dump them

<cfdump var=”#GetPageContext()#” /> 

In this case we used a name, Gauss or Rudin, for the user name.  A more practical approach is to use a unique identifier such as employee number.  Then you can easily use it for more fine-grained security implementation at the application level.  You can determine user roles using the isUserInRole() method as seen in test.cfm.  This also can be used for more fine-grained role based security at the application level.  For example, displaying a ADMIN link in an application if and only if the user is in the Admin role.

There we have it, role based security at the J2EE container level being used within ColdFusion and providing a server-wide SSO solution.  This approach will allow you to secure resources for CF apps, JSP apps, Flex apps, etc… all with the same consistent login and model.
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